












Train 25
Implement continuous 
improvement frameworks  90 Perform model version control Required Criterion Satisfied

Business Transformation & New 
Products; AI and Frontier 
Technologies; Enterprise Risk

Early-stage research and development and proof-of-concept processes involve considering and performing model version 
control

Evaluate 26
Adapt strategies and practices 
for AI systems 91 Mitigate bias in the testing process Required Criterion Satisfied

Business Transformation & New 
Products; AI and Frontier 
Technologies; Enterprise Risk It is considered a standard data science practice implemented for all IPA projects to mitigate bias in the testing process

Evaluate 26
Adapt strategies and practices 
for AI systems 92 Define test criteria approaches Required Criterion Satisfied

Business Transformation & New 
Products; AI and Frontier 
Technologies; Enterprise Risk It is considered a standard data science practice implemented for all IPA projects to define test criteria approaches  

Evaluate 26
Adapt strategies and practices 
for AI systems 93 Define how test coverage will be measured Recommended Criterion Satisfied

Business Transformation & New 
Products; AI and Frontier 
Technologies; Enterprise Risk It is considered a standard data science practice implemented for all IPA projects to define how test coverage will be measured  

Evaluate 26
Adapt strategies and practices 
for AI systems 94 Define a strategy to ensure test adequacy Recommended Criterion Satisfied

Business Transformation & New 
Products; AI and Frontier 
Technologies; Enterprise Risk Strategies to ensure test adequacy are captured in use case-specific test plans and corporate testing processes  

Evaluate 27 Test for specified behaviour 95
Undertake human verification of test design and implementation for correctness, consistency, 
and completeness Required Criterion Satisfied

Business Transformation & New 
Products; AI and Frontier 
Technologies; Enterprise Risk

Human verification of test design and implementation for correctness, consistency, and completeness is undertaken and 
captured in use case-specific test plans and corporate testing processes  

Evaluate 27 Test for specified behaviour 96
Conduct functional performance testing to verify the correctness of the AI System Under Test 
(SUT) as per the pre-defined metrics Required Criterion Satisfied

Business Transformation & New 
Products; AI and Frontier 
Technologies; Enterprise Risk

Functional performance testing to verify correctness per defined metrics is conducted and captured in use case-specific test 
plans and corporate testing processes  

Evaluate 27 Test for specified behaviour 97
Perform controllability testing to verify human oversight and control, and system control 
requirements Required

Insufficient information 
from DTA

Business Transformation & New 
Products; AI and Frontier 
Technologies; Enterprise Risk DTG advised criteria unclear, could not provide a response

Evaluate 27 Test for specified behaviour 98 Perform explainability and transparency testing as per the requirements Required Criterion Satisfied

Business Transformation & New 
Products; AI and Frontier 
Technologies; Enterprise Risk

How explainability and transparency testing are performed specific to the use case, and relevant information is captured in the 
use case governance plan

Evaluate 27 Test for specified behaviour 99 Perform calibration testing as per the requirements Required Criterion Satisfied

Business Transformation & New 
Products; AI and Frontier 
Technologies; Enterprise Risk It is considered a standard data science practice implemented for all IPA projects to perform calibration testing  

Evaluate 27 Test for specified behaviour 100 Perform logging tests as per the requirements Required Criterion Satisfied
Digital Delivery & Assurance; IT 
Security Advisor; Enterprise Risk

The Digital Delivery & Assurance corporate testing team conducts testing that addresses project requirements, including testing 
of edge cases and cases created by the team  For each AI use case, the team identifies which events will be logged and 
determines whether alerts are required  These alerts are then tested through deliberate triggering  

Evaluate 28
Test for safety, robustness, and 
reliability 101 Test the computational performance of the system Required Criterion Satisfied

Business Transformation & New 
Products; AI and Frontier 
Technologies; Enterprise Risk

Testing the computational performance of the system is considered a standard system development practice and implemented 
for all IPA projects

Evaluate 28
Test for safety, robustness, and 
reliability 102 Test safety measures through negative testing methods, failure testing, and fault injection Required Criterion Satisfied

Business Transformation & New 
Products; AI and Frontier 
Technologies; IT Security Advisor; 
Enterprise Risk

Testing safety measures through negative testing methods, failure testing, and fault injection is captured in use case-specific 
test plans and corporate testing processes  

Evaluate 28
Test for safety, robustness, and 
reliability 103

Test reliability of the AI output, through stress testing over an extended period, simulating edge 
cases, and operating under extreme conditions Required Criterion Satisfied

Business Transformation & New 
Products; AI and Frontier 
Technologies; IT Security Advisor; 
Enterprise Risk

Testing the reliability of AI output through extended stress testing, simulating edge cases, and operation under extreme 
conditions is captured in use case-specific test plans and corporate testing processes  This demonstrates whether edge cases 
can perform malicious activity, which can then facilitate the creation of preventative measures

Evaluate 28
Test for safety, robustness, and 
reliability 104

Undertake adversarial testing (red team testing), attempting to break security and privacy 
measures to identify weaknesses Recommended Criterion Satisfied IT Security Advisor; Enterprise Risk Penetration testing is used as required to assess and maintain the security and privacy of AI use cases  

Evaluate 29
Test for conformance and 
compliance 105 Verify compliance with relevant policies, frameworks, and legislation Required Criterion Satisfied

Business Transformation & New 
Products; AI and Frontier 
Technologies; Enterprise Risk

AI use cases are required complete a use case card and risk assessment, which serve to implement and facilitate compliance 
with internal and whole-of-government policies, frameworks, and legislation  These governance documents are reviewed by a 
range of SMEs, including legal SMEs

Evaluate 29
Test for conformance and 
compliance 106 Verify conformance against organisation and industry-specific coding standards Required Criterion Partially Satisfied

Business Transformation & New 
Products; AI and Frontier 
Technologies; Enterprise Risk

How conformance against organisation and industry-specific coding standards is verified is currently specific to the project 
team  IPA is investigating coding standards  

Evaluate 29
Test for conformance and 
compliance 107 Perform vulnerability testing to identify any well-known vulnerabilities Required Criterion Satisfied

Business Transformation & New 
Products; AI and Frontier 
Technologies; Enterprise Risk Security Operations perform vulnerability testing to identify any well-known vulnerabilities  

Evaluate 30
Test for intended and 
unintended consequences 108

Perform user acceptance testing (UAT) and scenario testing, validating the system with a 
diversity of end-users in their operating contexts and real-world scenarios Required Criterion Satisfied

Business Transformation & New 
Products; AI and Frontier 
Technologies; Enterprise Risk

Whenever a change will affect the functionality of a tool or service, IPA engages in user acceptance testing and scenario testing 
to validate the system with end-users in their operating contexts  

Evaluate 30
Test for intended and 
unintended consequences 109

Perform robust regression testing to mitigate the heightened risk of escaped defects resulting 
from changes, such as a step change in parameters Recommended Criterion Satisfied

Business Transformation & New 
Products; AI and Frontier 
Technologies; Enterprise Risk

Whenever a change will affect the functionality of a tool or service, IPA engages in regression testing to mitigate the risk of 
emergent defects  

Integrate 31 Undertake integration planning  110
Ensure the AI system meets architecture and operational requirements with the Australian 
Government Security Authority to Operate (SATO) Recommended Criterion Satisfied IT Security Advisor; Enterprise Risk

As part of the Authority to Operate, IPA requires AI use cases to complete a Security Risk Assessment with recommended 
treatments  This aligns with the Australian Government Security Authority to Operate (SATO)

Integrate 31 Undertake integration planning  111 Identify suitable tests for integration with the operational environment, systems, and data Recommended Criterion Satisfied

Business Transformation & New 
Products; AI and Frontier 
Technologies; Enterprise Risk

Continuous integration and continuous delivery pipelines are in place across all development environments  Further, corporate 
testing is conducting across all environments  

Integrate 32
Manage integration as a 
continuous practice  112 Apply secure and auditable continuous integration practices for AI systems Recommended Criterion Satisfied

Business Transformation & New 
Products; AI and Frontier 
Technologies; Enterprise Risk

Continuous integration and continuous delivery pipelines are in place across all development environments  Further, corporate 
testing is conducting across all environments  

Deploy 33
Create business continuity 
plans  113 Develop plans to ensure critical systems remain operational during disruptions Required Criterion Satisfied

Strategy & Architecture; Enterprise 
Risk

Our Enterprise Resilience Policy and Framework guides operational response to disruptions  Disaster recovery, recoverability, 
and business continuity are all standard considerations during the architecture design process, although the specifics may vary 
depending on the nature of the use case

Deploy 34 Configure a staging environment 114
Ensure the staging environment mirrors the production environment in configurations, 
libraries, and dependencies for consistency and predictability Recommended Criterion Satisfied

Business Transformation & New 
Products; AI and Frontier 
Technologies; Enterprise Risk

Continuous integration and continuous delivery pipelines are in place across all development environments  Further, corporate 
testing is conducting across all environments  

Deploy 34 Configure a staging environment 115
Measure the performance of the AI system in the staging environment against predefined 
metrics Recommended Criterion Satisfied

Business Transformation & New 
Products; AI and Frontier 
Technologies; Enterprise Risk

Generally, the predefined metrics that measure the performance of the AI system are use case-specific and arise from a 
considered best practice approach  The performance information is captured in the system documentation, which is typically 
maintained in Confluence  

Deploy 34 Configure a staging environment 116
Ensure deployment strategies include monitoring for AI specific metrics, such as inference 
latency and AI output accuracy Recommended Criterion Satisfied

Business Transformation & New 
Products; AI and Frontier 
Technologies; Enterprise Risk

Generally, the AI-specific monitoring integrated into deployment strategies is use case-specific and arise from a considered best 
practice approach  The deployment information is captured in the system documentation, which is typically maintained in 
Confluence  

Deploy 35
Deploy to a production 
environment 117 Apply strategies for phased roll-out Required Criterion Satisfied

Business Transformation & New 
Products; AI and Frontier 
Technologies; Enterprise Risk

Strategies for a phased roll-out are applied when required  This process is guided by IP Australia's Project & Program 
Management Framework, and documented in the project management plan, as well as other relevant project artefacts

Deploy 35
Deploy to a production 
environment 118

Apply readiness verification, assurance checks and change management practices for the AI 
system Required Criterion Satisfied

Business Transformation & New 
Products; AI and Frontier 
Technologies; Enterprise Risk

Readiness verification, assurance checks, and change management practices are specific to the use case, and are documented 
in the project management plan

Deploy 35
Deploy to a production 
environment 119 Apply strategies for limiting service interruptions Recommended Criterion Satisfied

Digital Delivery & Assurance; 
Enterprise Risk

Most releases are deployed without outages  For deployments that require outages, IPA has defined specific maintenance 
windows and communicated these to stakeholders to limit service disruptions  

Deploy 36
Implement rollout and safe 
rollback mechanisms 120 Define a comprehensive rollout and rollback strategy Recommended Criterion Satisfied

Digital Delivery & Assurance; 
Enterprise Risk

The high-level design template asks for a description of transitional phases and for a change roadmap to be included  Further, a 
backout plan, either rollback or roll-forward, must be included for each change, detailing the preferred approach

Deploy 36
Implement rollout and safe 
rollback mechanisms 121 Implement load balancing and traffic shifting methods for system rollout Recommended Criterion Partially Satisfied DTG This is team specific  Part of current AWS deployments

s47F



Deploy 36
Implement rollout and safe 
rollback mechanisms 122

Conduct regular health checks, readiness, and startup probes to verify stability and 
performance on the deployment environment Recommended Criterion Satisfied

Digital Delivery & Assurance; 
Enterprise Risk

IPA has implemented automated testing suites to verify stability and performance in the deployment environment  These suites 
run scheduled checks daily, and where a test fails, nominated individuals are notified to investigate the issue

Deploy 36
Implement rollout and safe 
rollback mechanisms 123 Implement rollback mechanisms to revert to the last stable version in case of failure Recommended Criterion Satisfied

Digital Delivery & Assurance; 
Enterprise Risk

IPA requires specific backout plans to be recorded against each change record, detailing steps on the preferred backout 
method  This means that measures can be implemented to reestablish a stable version in case of failure

Monitor 37 Establish monitoring framework 124 Define reporting requirements Recommended Criterion Satisfied Enterprise Risk

IPA’s ITS07 Monitoring and Reporting Policy outlines reporting requirements  Further, the agency’s risk-scaled governance 
defines the internal reporting and escalation of issues, including the identification of risk stewards  All use cases are reviewed by 
a diverse Panel of SMEs  Per the Responsible use of AI in government policy, any high-risk use cases are reported to the DTA

Monitor 37 Establish monitoring framework 125 Define alerting requirements Recommended Criterion Satisfied
Strategy & Architecture; Enterprise 
Risk

IPA’s Continuous Monitoring Policy notes that a Continuous Monitoring Plan defines the alerting requirements for a system  
Alerting is a standard consideration during the architecture design process, and varies according to business needs and the 
nature of a use case

Monitor 37 Establish monitoring framework 126 Implement monitoring tools Recommended Criterion Satisfied
Strategy & Architecture; Enterprise 
Risk IPA uses Splunk and Dynatrace as monitoring tools, has security logging, and restricts/tracks access

Monitor 37 Establish monitoring framework 127
Implement feedback loop to ensure that insights from monitoring are fed back into the 
development and improvement of the AI system Recommended Criterion Partially Satisfied

Business Transformation & New 
Products; AI and Frontier 
Technologies; Enterprise Risk

IPA establishes tool-specific alerts and environment alerts, which are subsequently monitored  These alerts are tailored to the 
use case  However, these loops are only established as required, and are not implemented universally across all use cases

Monitor 38
Undertake ongoing testing and 
monitoring 128 Test periodically after deployment and have a clear framework to manage any issues Required Criterion Satisfied

Strategy & Architecture; Enterprise 
Risk

Testing after deployment and managing issues in alignment with given frameworks is generally the responsibility of the platform 
owner  The platform owner can seek support from a range of business areas and SMEs  

Monitor 38
Undertake ongoing testing and 
monitoring 129 Monitor the system as agreed and specified in its operating procedures Required Criterion Satisfied

Strategy & Architecture; Enterprise 
Risk

Monitoring the system as specified in its operating procedures is generally the responsibility of the platform owner  The platform 
owner is guided and informed by IPA’s Continuous Monitoring Policy  

Monitor 38
Undertake ongoing testing and 
monitoring 130 Monitor performance and AI drift as per pre-defined metrics Required Criterion Satisfied

Business Transformation & New 
Products; AI and Frontier 
Technologies; Enterprise Risk

Best practice for monitoring performance and AI drift is considered in relation to a specific use case and its metrics  The 
information is captured in the system documentation, which is typically maintained in Confluence

Monitor 38
Undertake ongoing testing and 
monitoring 131 Monitor health of the system and infrastructure Required Criterion Satisfied

Business Transformation & New 
Products; AI and Frontier 
Technologies; Enterprise Risk

Human agents can report any apparent issues with system and infrastructure  Splunk and/or Dynatrace monitoring can be 
implemented as required  The Continuous Monitoring Policy indicates appropriate timeframe responses to exploitable system 
and infrastructure issues   

Monitor 38
Undertake ongoing testing and 
monitoring 132 Monitor safety Required Criterion Partially Satisfied

Business Transformation & New 
Products; AI and Frontier 
Technologies; Enterprise Risk

The CAAF and IPA risk assessments analyse the potential harms of the use case and document the instituted controls  Further, 
IPA has an Agency Security Advisor to whom any incident that impacts staff safety is reported, as well as robust Workplace 
Health and Safety policies and IT security policies that create a safe environment  However, there is scope to extend and expand 
these safety measures in response to feedback

Monitor 38
Undertake ongoing testing and 
monitoring 133 Monitor reliability metrics and mechanisms Required Criterion Satisfied

Strategy & Architecture; Enterprise 
Risk

Monitoring reliability metrics and measurements is generally the responsibility of the platform owner  Splunk and/or Dynatrace 
monitoring can be implemented as required  

Monitor 38
Undertake ongoing testing and 
monitoring 134 Monitor human-machine collaboration Required

Insufficient information 
from DTA

Business Transformation & New 
Products; AI and Frontier 
Technologies; Enterprise Risk DTG advised criteria unclear, could not provide a response

Monitor 38
Undertake ongoing testing and 
monitoring 135 Monitor for unintended consequences Required Criterion Partially Satisfied

Business Transformation & New 
Products; AI and Frontier 
Technologies; Enterprise Risk

AI use cases are reviewed regularly, with the review cycle being relative to their risk level, with low-risk use cases being reviewed 
annually  This review would provide a platform for any unintended consequences to be considered  Measures could be 
subsequently detailed in a governance plan as necessary  However, there is no formal protocol in place to monitor specifically 
for unintended consequences

Monitor 38
Undertake ongoing testing and 
monitoring 136 Monitor transparency and explainability Required Criterion Partially Satisfied

Business Transformation & New 
Products; AI and Frontier 
Technologies; Enterprise Risk

The transparency and explainability requirements of all AI at IPA is outlined in the agency’s AI Transparency Statement  Further 
transparency and explainability requirements could be introduced into the use case governance plan and be initiated as 
necessary  

Monitor 38
Undertake ongoing testing and 
monitoring 137 Monitor costs Required Criterion Satisfied

Business Transformation & New 
Products; AI and Frontier 
Technologies; Enterprise Risk

The costs of a given AI system are outlined in the business case and/or benefits profile of the Project Management Plan  The 
ongoing costs are monitored in Cloud FinOps, and the Financial Business Partner from FPSG monitors finances in consultation 
with product owners  Cost management is further governed by existing financial assurance mechanisms  

Monitor 38
Undertake ongoing testing and 
monitoring 138 Monitor security Required Criterion Satisfied

Business Transformation & New 
Products; AI and Frontier 
Technologies; Enterprise Risk

This is governed by the ITS07 Monitoring and Reporting Policy under the Security Policy  Further, per the Continuous Monitoring 
Policy, the Cyber Security Operations team use automated and manual processes to identify any vulnerabilities  

Monitor 38
Undertake ongoing testing and 
monitoring 139 Monitor compliance of the AI system Required Criterion Satisfied

Business Transformation & New 
Products; AI and Frontier 
Technologies; Enterprise Risk

AI use cases are reviewed by the AI/ADM Panel regularly, with the review cycle being relative to their risk level, with low-risk use 
cases being reviewed annually  This review assesses many aspects of the AI use case, including compliance with internal 
policies and whole-of-government policies  

Monitor 39
Establish incident resolution 
processes  140 Define incident handling processes Required Criterion Satisfied

Business Transformation & New 
Products; AI and Frontier 
Technologies; Enterprise Risk

Defining AI-related incident handling processes is the responsibility of the Service Centre under the Infrastructure & Technology 
Operations  These processes are governed by the Protective Security Incident Management Procedure and the corresponding 
Incident Management Template and workflow

Monitor 39
Establish incident resolution 
processes  141 Implement corrective and preventive actions for incidents Required Criterion Satisfied

Business Transformation & New 
Products; AI and Frontier 
Technologies; Enterprise Risk

Management of AI-related incidents, including corrective and preventive actions, are governed by the Enterprise Resilience 
Policy and Framework and the ICT Disaster Recovery Strategy  All  Tier 1 and Tier 2 incidents require a formal debrief and a Post 
Incident Review  

Decommission 40 Create a decommissioning plan 142 Define the scope of decommissioning activities Required Criterion Satisfied
Strategy & Architecture; Enterprise 
Risk

Business Delivery & Architecture manages decommissioning of assets  The Digital Delivery & Assurance team oversees the 
decommissioning processes and ensures compliance  

Decommission 40 Create a decommissioning plan 143 Conduct an impact analysis of decommissioning the target AI system Required Criterion Satisfied
Strategy & Architecture; Enterprise 
Risk

Impact analysis is part of the decommissioning process  The Digital Delivery and Assurance  team oversees the 
decommissioning processes and ensures compliance  

Decommission 40 Create a decommissioning plan 144 Proactively communicate system retirement Required Criterion Satisfied
Strategy & Architecture; Enterprise 
Risk

It is standard practice at IPA to communicate clearly to staff when products or systems are being retired  Staff are provided with 
warnings, reminders, and guides on how to take any necessary steps to transition to a new system  

Decommission 41 Shut down the AI system 145 Retain AI system compliance records Required Criterion Satisfied
Strategy & Architecture; Enterprise 
Risk

Records are kept as required under the Archives Act 1983 and are a responsibility under records management and information 
governance  Decommissioned AI use cases remain in the AI/ADM Inventory, with their essential documentation still viewable  
The Information Management Policy outlines IPA’s record destruction guidelines  

Decommission 41 Shut down the AI system 146 Disable computing resources or components specifically dedicated to the AI system Required Criterion Satisfied
Strategy & Architecture; Enterprise 
Risk

Disabling computing resources and components previously dedicated to the AI system is a standard part of the 
decommissioning process  The Digital Delivery and Assurance  team oversees the decommissioning processes and ensures 
compliance  

Decommission 41 Shut down the AI system 147
Securely decommission or repurpose all computing resources specifically dedicated to the AI 
system, including individual and shared components Required Criterion Satisfied

Strategy & Architecture; Enterprise 
Risk

Securely decommissioning and repurposing computing resources previously dedicated to the AI system, including individual 
and shared components, is a standard part of the decommissioning process  The Digital Delivery and Assurance  team oversees 
the decommissioning processes and ensures compliance  

Decommission 42
Finalise documentation and 
reporting 148 Finalise decommissioning information and update organisational documentation Required Criterion Satisfied

Business Transformation & New 
Products; AI and Frontier 
Technologies; Enterprise Risk

When an AI use case is decommissioned, the end-of-lifecycle process discussed above terminates with the AI/ADM Inventory 
records being updated to reflect the date and reason of the use case being decommissioned

s47F


























