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Title: Al Technical Standard Gap Analysis

Purpose: To discuss findings from a gap analysis conducted on the Al Technical
Standard.

RECOMMENDATION:

That the Committee DISCUSS the Al Technical Standard Gap analysis, key issues identified and
proposed next steps.

BACKGROUND:

On 31 July, the DTA released the ‘Australian Government Al Technical Standard’ (the standard). It is
designed to complement the ‘Policy for the responsible use of Al in government’, ‘Al Assurance
Framework’, ‘Voluntary Al Safety Standard’, and ‘Al Ethics Principles’ by providing guidance for
embedding Al in government systems and operations. The standard outlines best practice for the
end-to-end design, development, deployment, and use of Al systems.

The standard emphasises agency integration into existing governance infrastructure, by adapting
existing policies, frameworks and practices, rather than introducing new or duplicative processes.
Compliance with the standard is currently voluntary and encouraged by the DTA.

The Deputy Director General requested that the Chief Risk Officer, in consultation with DTG, perform
a gap analysis of IP Australia’s current practices against the standard (IAIGC2025/3-A3). The gap
analysis is available at Attachment A.

KEY ISSUES/CONSIDERATIONS:

The standard sets out 148 criteria, of which 90 are ‘required’ and 58 are ‘recommended’. In the gap
analysis, we determined that individual criteria are either:

e ‘Satisfied’- IP Australia meets this criterion to a sufficient degree in all applicable instances

e ‘Partially satisfied’ - IP Australia meets this criterion to some degree, or only in some
applicable instances

e ‘Not satisfied’ - IP Australia does not have practices ensuring this criterion could be met
consistently.

Of the 90 ‘required’ criteria, IP Australia satisfies 68, partially satisfies 17, and does not satisfy 3. The
wording of 2 criteria were too ambiguous for consulted SMEs to decide.

Of the 58 ‘recommended’ criteria, IP Australia satisfies 45, partially satisfies 9, and does not satisfy 2.
The wording of 2 criteria were too ambiguous for consulted SMEs to decide.
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Overall, we satisfy 76%, partially satisfy 18%, and do not satisfy 3% of criteria in the standard.
Criteria not satisfied

The 5 unsatisfied criteria (3 of which are ‘required’) relate to watermarking. This includes visual
watermarking and metadata for generated media content, and to indicate when a user is interacting
with an Al system. Currently, we do not watermark Al generated content, and do not have
established policies or practices in place to support this.s47C

Partially satisfied criteria

The partially satisfied criteria are spread across various aspects of the standard and are not
concentrated in a specific field or indicative of a particular technical gap. For many of these, we have
practices in place that address the criteria, but only partially, as they are not standardised,
mandatory, or formalised agency-wide approaches.s47C

Next steps

s47C

RISKS:

GOVERNANCE

Risk -s47C

Control -s47C
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SENSITIVITIES: Nil.

CONSULTATION:

Role Name Feedback Support

Chief Data Officer Incorporated Support
Director, Business Transformation S Incorporated Support

and New Products

Director, Artificial Intelligence and Incorporated Support
Frontier Technologies

Director, Digital Delivery and Incorporated Support
Assurance

IT Security Advisor (ITSA) Incorporated Support
Solution Architect, Strategy and Incorporated Support

Architecture

Director, Data Engineering Incorporated Support
Director, Data and Information Incorporated Support
Governance

Data Analyst, Data Front Door and Incorporated Support
Analytics

COMMUNICATION:

The outcomes of this paper will be included in the minutes of the meeting and published on the
intranet following committee approval at the next available committee meeting.

ATTACHMENT:
Attachment A — Al Technical Standard Gap Analysis

Brief prepared by: s47F , acting Assistant Director, and s47F , Risk
Officer, Enterprise Risk
s47F , acting Director and Chief Risk Officer, Enterprise Risk
Brief cleared by: Jennifer Hutchinson, General Manager, Governance Group
Date: 27 October 2025
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Implement continuous Products; Al and Frontier Early-stage research and development and proof-of-concept processes involve considering and performing model version
Train 25 framework %0 Perform model version control Required Enterprise Risk control
Business Transformation & New
Adapt strategies and practices Products; Al and Frontier
Evaluate 2 for Al systems 91 Mitigate bias in the testing process Required Enterprise Risk Itis considered a standard data science p for all IPA projects to mitigate bias in the testing process
Business Transformation & New
Adapt strategies and practices Products; Al and Frontier
Evaluate 2 for Al systems 92 Define test criteria approaches Required Enterprise Risk Itis considered a standard data science p for all IPA projects to define test criteria approaches
Business Transformation & New
Adapt strategies and practices Products; Al and Frontier
Evaluate 2 for Al systems 93 Define how test coverage will be measured Enterprise Risk Itis considered a standard data science p for all IPA projects to define how test coverage will be measured
Business Transformation & New
Adapt strategies and practices Products; Al and Frontier
Evaluate 2 for Al systems ) Define a strategy to ensure test adequa Enterprise Risk Strategies to ensure test adequacy are captured in use case-specific test plans and corporate testing processes
Business Transformation & New
Undertake human verification of test design and implementation for correctness, consistency, Products; Al and Frontier Human verifi test design and for correctness, consistency, dertaken and
Evaluate 27 Test for specified behaviour 95 and Required Enterprise Risk captured in use case-specific test plans and corporate testing processes
Business Transformation & New
Conduct functional performance testing to verify the correctness of the Al System Under Test Products; Al and Frontier Functional testing ¥ per defined metrics d captured in use case-specific test
Evaluate 27 Test for specified behaviour 9% (SUT) as per the pre-defined metrics Required Enterprise Risk plans and corporate testing processes
Business Transformation & New
Perform controllability testing to verify human oversight and control, and system control Insufficientinformation  Products; Al and Frontier
Evaluate 27 Test for specified behaviour 97 Required from DTA Enterprise Risk DTG advised criteria unclear, could not provide a response
Business Transformation & New
Products; Al and Frontier and testing are pe specific to , and relevant information s captured in the
Evaluate 27 Test for specified behaviour 98 and Required Enterprise Risk use case governance plan
Business Transformation & New
Products; Al and Frontier
Evaluate 27 Test for specified behaviour 99 Perform calibration testing as per Required Enterprise Risk Itis considered a standard data science p for all IPA projects to perform calibration testing
The Digital Delivery & Assurance corporate testing team conducts testing that addresses project requirements, including testing
Digital Delivery & Assurance; IT of edge cases and cases created by the team For each Al use case, the team identifies which events will be logged and
Evaluate 27 Test for specified behaviour 100 Perform tests as per the Reauired Ci Security Advisor; Enterprise Risk determines whether alerts are required These alerts are then tested through deliberate triggering
Business Transformation & New
Test for safety, robustness, and Products; Al and Frontier Testing the sy d
Evaluate 28 reliability 101 Test Reauired Ci Enterprise Risk for all IPA projects
Business Transformation & New
Products; Al and Frontier
Test for safety, robustness, and Technologies; IT Security Advisor; Testing safety measures through negative testing methods, failure testing, and fault injection is captured in use case-specific
Evaluate 28 reliability 102 Test safety measures through negative testing methods, failure testing, and Required Enterprise Risk test plans and corporate testing processes
Business Transformation & New
Products; Al and Frontier Testing the reliability of Al output through extended stress testing, simulating edge cases, and operation under extreme
Test for safety, robustness, and Test reliability of the Al output, through stress testing over an extended period, simulating edge Technologies; IT Security Advisor; conditions is captured in use pecific test plans and corporate processes This whether edge cases
Evaluate 28 reliability 103 cases. and operating under extreme conditions Required Ci Enterprise Risk can perform mall tivity, which can then facilitate the creation of preventative measures
Test for safety, robustness, and Undertake adversarial testing (red team testing), attempting to break security and privacy
Evaluate 28 reliability 104 measures to identify weaknesses Ci IT Security Advisor: Enterprise Risk Penetration testing is used as required to assess and maintain the security and privacy of Al use cases
Business Transformation & New Al use cases are required complete a use case card and risk assessment, which serve to implement and facilitate compliance
Test for conformance and Products; Al and Frontier with internal and whole-of-government policies, frameworks, and legislation These governance documents are reviewed by a
Evaluate 29 compliance 105 Verify compliance with relevant policies. frameworks. and legislation Required Ci Enterprise Risk range of SMEs. including legal SMES
Business Transformation & New
Test for conformance and Products; Al and Frontier against and industry-specif g is verified is currently specific to the project
Evaluate 29 compliance 106 y against Required Criterion Partially Satisfi Enterprise Risk team IPATs coding standard:
Business Transformation & New
Test for conformance and Products; Al and Frontier
Evaluate 29 compliance 107 Perform vulnerability testing to identify any well-known vulnerabilities Required Enterprise Risk Security Operations perform vulnerability testing to identify any well-known vulnerabilities
Business Transformation & New
Test for intended and Perform user acceptance testing (UAT) and scenario testing, validating the system with a Products; Al and Frontier Whenever a change will affect the functionality of a tool or service, IPA engages in user acceptance testing and scenario testing
Evaluate 30 unintended 108 diversity of end-users in their operatiny Required Ci Enterprise Risk to validate the system with end-users in their
Business Transformation & New
Test for intended and Perform robust regression testing to mitigate the heightened risk of escaped defects resulting Products; Al and Frontier Whenever a change will affect the functionality of a tool or service, IPA engages in regression testing to mitigate the risk of
Evaluate 30 unintended 109 from changes, such as a step change in parameters Enterprise Risk emergent defects
Ensure the Al system meets architect As part of the Authority to Operate, IPA Al use cases lete a Security Risk Assessment with recommended
Integrate 31 Undertake integration planning 110 Authority to Operate (SATO) IT Security Advisor; Enterprise Risk treatments This aligns with the Australian Authority to Operate (SATO)
Business Transformation & New
Products; Al and Frontier Continuous integration and conti inpl U Further, corporate
Integrate 31 Undertake integration planning 111 Identify suitable tests for integration with the Enterprise Risk testing is conducting across all
Business Transformation & New
Manage integration as a Products; Al and Frontier Continuous integration and conti inpl U Further, corporate
Integrate 32 continuous practice 112 Apply secure and auditable continuous integration practices for Al systems Enterprise Risk testing is conducting across all
Our Enterprise Resilience Policy and Framework guides operational response to disruptions Disaster recovery, recoverability,
Create business continuity Strategy & Architecture; Enterprise and business continuity are all standard considerations during the architecture design process, although the specifics may vary
Deploy. 33 plans 13 Develop plans to ensure tems remain operational during disruption: Required Ci Risk depending on the nature of the use case
Business Transformation & New
Ensure the mirrors Products; Al and Frontier Continuous integration and conti inpl U Further, corporate
Deploy. 34 Configure a staging 114 libraries, and for consistency and Enterprise Risk testing is conducting across all
Business Transformation & New Generally, the predefined metrics that measure the the Al system are use pecific and arise from a
Measure the performance of the Al system in the staging environment against predefined Products; Al and Frontier considered best practice approach The performance information is captured in the system documentation, which is typically
Deploy. 34 Configure a staging 115 metrics Enterprise Risk maintained in Confluence
Business Transformation & New Generally, the Al-specific monitoring integrated into deployment strategies is use case-specific and arise from a considered best
Ensure deployment strategies include monitoring for Al specific metrics, such as inference Products; Al and Frontier practice approach The deployment information is captured in the system documentation, which is typically maintained in
Deploy. 34 Configure a staging 116 latency and Al output accuracy Enterprise Risk Confluence
Business Transformation & New
Deploy to a production Products; Al and Frontier Strategies for a phased roll-out are applied when required This process is guided by IP Australia's Project & Program
Deploy. 35 17 Apply strategies for phased roll-out Required Enterprise Risk Framework, and in the project plan, as well as other relevant project artefact
Business Transformation & New
Deploy to a production Apply readiness verification, assurance checks and change management practices for the Al Products; Al and Frontier Readiness verification, , and change specific to the use case, and are documented
Deploy. 35 118 system Required Enterprise Risk in the project plan
Deploy to a production Digital Delivery & Assurance; [ ployed without outages For that , IPA has defined specific maintenance
Deploy. 35 119 Apply strategies for limiting Enterprise Risk windows these to limit service disruptions
Implement rollout and safe Digital Delivery & Assurance; The high-level design template asks for a description of transitional phases and for a change roadmap to be included Further, a
Deploy 36 rollback 120 Define and rollback stratey Enterprise Risk backout plan, either rollback or roll-forward, must be included for each change, detailing the preferred approach
Implement rollout and safe
Deploy 36 rollback 121 implement load bal d traffic shifting methods for system rollout Criterion Partially Satisfied DTG This i team specific_Part of current AW




Implement rollout and safe

Conduct regular health checks, readiness, and startup probes to verify stability and

Digital Delivery & Assurance;

Deploy. 36 rollback 122 on the deployment Enterprise Risk
Implement rollout and safe Digital Delivery & Assurance;
Deploy 36 rollback 123 implement roliback torevert to the last stable version in case of failure Enterprise Risk
Monitor 37 Establish monitoring framework 124 Define [ Enterprise Risk
Strategy & Architecture; Enterprise
Monitor 37 Establish monitoring framework 125 Define alerting [ Risk
Strategy & Architecture; Enterprise
Monitor 37 Establish monitoring framework 126 Implement monitoring tools [ Risk
Business Transformation & New
Implement feedback loop to ensure that insights from monitoring are fed back into the Products; Al and Frontier
Monitor 37 Establish monitoring framework 127 and of the Al system Criterion Partially Satisfi Enterprise Risk
Undertake ongoing testing and Strategy & Architecture; Enterprise
Monitor 38 monitoring 128 Test periodically after deplovment and have a clear framework to manage any issues Reauired Cri Risk
Undertake ongoing testing and Strategy & Architecture; Enterprise
Monitor 38 monitoring 129 Monitor the system as agreed and specified in its procedures Reauired [ Risk
Business Transformation & New
Undertake ongoing testing and Products; Al and Frontier
Monitor 38 monitoring 130 Monitor and Al drift as per pre-defined metrics Reauired Cri Enterprise Risk
Business Transformation & New
Undertake ongoing testing and Products; Al and Frontier
Monitor 38 monitoring 131 Monitor health of the system and Reauired Enterprise Risk
Business Transformation & New
Undertake ongoing testing and Products; Al and Frontier
Monitor 38 monitoring 132 Monitor safety Required Criterion Partially Satisfied Enterprise Risk
Undertake ongoing testing and Strategy & Architecture; Enterprise
Monitor 38 monitoring 133 Monitor reliability metrics and Required Risk
Business Transformation & New
Undertake ongoing testing and Insufficientinformation  Products; Al and Frontier
Monitor 38 monitoring 134 Monitor human: Required from DTA Enterprise Risk
Business Transformation & New
Undertake ongoing testing and Products; Al and Frontier
Monitor 38 monitoring 135 Monitor for uni Reauired Criterion Partially Satisfi Enterprise Risk
Business Transformation & New
Undertake ongoing testing and Products; Al and Frontier
Monitor 38 monitoring 136 Monitor and Reauired Criterion Partially Satisfi Enterprise Risk
Business Transformation & New
Undertake ongoing testing and Products; Al and Frontier
Monitor 38 monitoring 137 Monitor costs Required Enterprise Risk
Business Transformation & New
Undertake ongoing testing and Products; Al and Frontier
Monitor 38 monitoring 138 Monitor security Required Enterprise Risk
Business Transformation & New
Undertake ongoing testing and Products; Al and Frontier
Monitor 38 monitoring 139 Monitor compliance of the Al system Required Enterprise Risk
Business Transformation & New
Establish incident resolution Products; Al and Frontier
Monitor 39 processes 140 Define Required Enterprise Risk
Business Transformation & New
Establish incident resolution Products; Al and Frontier
Monitor 39 processes 141 Implement corrective and preventive actions for incidents Required Enterprise Risk
Strategy & Architecture; Enterprise
40 Createa 142 Define the scope of Required Risk
Strategy & Architecture; Enterprise
40 Createa 143 Conductan of the target Al system Required Risk
Strategy & Architecture; Enterprise
40 Createa 144 Proactivel Required Risk
Strategy & Architecture; Enterprise
a1 Shut down the Al system 145 Retain Al system Required Risk
Strategy & Architecture; Enterprise
a1 Shut down the Al system 146 Disable ted to the Al system Required Risk
Securely decommission or repurpose all computing resources specifically dedicated to the Al Strategy & Architecture; Enterprise
a1 Shut down the Al system 147 system, and shared Required Risk
Business Transformation & New
Finalise documentation and Products; Al and Frontier
22 reporting 148 Finalise d Required Enterprise Risk

s4/F

IPA has implemented automated testing suites to verify stability and performance in the deployment environment These suites
y, and where a test fails, nominated individuals are notified to investigate the issue

IPArequires specific backout plans to be recorded against each change record, detailing steps on the preferred backout
method This means that measures can stable version in case of failure

1PA's 1750: Reporting Policy outli i Further, the agency's risk-scaled governance
defines the internal reporting and escalation of issues, including the identification of risk stewards All use cases are reviewed by
adiverse Panel of SMEs_Per the Responsible use of Al in government policy. any high-risk use cases are reported to the DTA
1PA’s Continuous Monitoring Policy notes that a Continuous Monitoring Plan defines the alerting requirements for a system
Alertingis a standard during th process, and 10 business needs and the
nature of a use case

IPA uses Splunk and Dynatr monitoring tools, has security logging, and

P lerts and alerts, which
use case However, these loops are only established as required. and are not

itored These alerts are tailored to the
universally across all use cases

Testing after deployment and managing issues in alignment with given frameworks s generally the responsibility of the platform
owner The platform owner can seek from a range of business areas and SMEs

Monitoring the system as specified in it is g f the platform
owner is guided and informed by IPA’s Continuous Monitoring Policy.

The platform

for monitoring d Al drift idered in relation to a specific use case and its metrics The
information is captured in the which is typically maintained in Confluence

Human agents can report any apparent issues with system and Splunk itoring can be
implemented as required The Continuous Monitoring Policy indicates appropriate timeframe responses to exploitable system
and issues

The CAAF and IPA risk assessments analyse the potential harms of th and document the Is Further,
1PA has an Agency Security Advisor to whom any incident that impacts staff safety is reported, as well as robust Workplace
Health and Safety policies and IT security policies that create a safe environment However, there is scope to extend and expand
these safety measures in response to feedback

Monitoring reliability metrics and
monitoring can be as required

generally the h lunk Dynatrace

DTG advised criteria unclear, could not provide a response

Al use cases are reviewed regularly, with the review cycle being relative to their risk level, with low-isk use cases being reviewed
annually This review would provide a platform for any unintended to M d be
ina However, there is no formal protocol in place to monitor specifically

for unintended

f all Al at IPA is outlined in the agency's Al Transparency Statement Further
transparency and explainability requirements could be introduced into the use case governance plan and be initiated as
necessary

The costs of a given Al system are outlined in the business case and/or benefits profile of the Project Management Plan The
ongoing costs are monitored in Cloud FinOps, and the Financial Business Partner from FPSG monitors finances in consultation
with product owners Cost is further governed by existing financial assurance

This s governed by the ITS07 Monitoring and Reporting Policy under the Security Policy Further, per the Continuous Monitoring
Policy, the Cyber Security Operations team use automated and manual processes to identify any

Aluse cases are reviewed by the AI/ADM Panel regularly, with the review cycle being relative to their risk level, with low-risk use

cases bein d It the Al use case, including compliance with internal
policies and whole-of-

Defining Al-related incident is. the Service Centre under the &Technology
Operations T by Procedure and

Incident Management Template and workflow

Management of Al-related incidents, d tive acti by the Enterpr

Policy and Framework and the ICT Disaster Recovery Strategy All Tier 1 and Tier 2 incidents require a formal debrief and a Post
Incident Review

Del assets The Digital Delivery & Assurance team oversees the
d ensures compliance

Impact analysis is part of the The Digital Delivery and Assurance team oversees the

d ensures compliance

Itis standard practice at IPA to communicate clearly to staff when products o systems are being etired Staff are provided with
warnings, reminders, and guides on how to take any teps to transition to a new system

Records are kept as required under the Archives Act 1983 and are a responsibility under records management and information
governance Decommissioned Al use cases remain in the AVADM Inventory, with their essential documentation still viewable
The Information Management Policy outlines IPA's record destruction guidelines

DI d dedicated to the Al systemis a standard part of the
decommissioning process The Digital Delivery and Assurance d ensures
compliance

and dedicated to the Al system, including individual

and shared components, is a standard part of the decommissioning process The Digital Delivery and Assurance team oversees
d ensures compliance

When an Al use case is he end-of-lifecycl
records being updated to reflect the date and reason of the use case.

above terminates with the AI/ADM Inventory




OFFICIAL

Australian Government
IP Australia

Preliminary Compliance assessment
Policy for responsible use of Al in Government
(version 2.0)

Purpose
Assess current compliance and determine action required to reach full compliance with all mandatory
requirements of the updated Policy for responsible use of Al in Government, released in December 2025.

Proposed actions — pending detailed governance review

Responsible Requirement Reference

Due 15 June 2026

Strategic position on Al Adoption PTE project #3 / DDG | #2 — strategic position on Al adoption
Share Al & ADM Inventory with DTA (Al Use cases GG #5 — Internal Al use case register
only) #16 — Internal Al use case register
Update Al Governance Policy, templates & tools GG #4 — Accountable use case owners

#6 — Operationalise the responsible use of Al
#8 — Al use case impact assessment

#15 — Accountable Use Case Owners

#16 — Internal use case register

Due 15 December 2026

Complete entry of all existing use cases into the Al & | GG #5 Internal Al use case register
ADM Inventory
Establish pathways for staff and public to report Al GG & DTG #6 Operationalise the responsible use of Al

safety concerns

Establish clear processes to address Al incidents GG & DTG #6 Operationalise the responsible use of Al
aligned to their ICT incident management approach

Mandatory training for all staff on responsible Al use | HR #6 Operationalise the responsible use of Al

Due 30 April 2027

Assessment of existing use-cases against updated GG, in collaboration #4 — Accountable use case owners
criteria to determine if they are “in-scope” of whole | with product owners

of government policy. For Al use cases that are in- & Al/ADM

scope, agencies must conduct an Al use case impact | Assessment panel

assessment.

Due date TBC

Establish process to ensure DDG (Accountable Al GG #15 — Accountable Use Case Owners

Officer) has visibility of the Al & ADM Inventory

Assessment current as at 9 February 2026.
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Australian Government

Policy for responsible use of AI in Government - Mandatory requirements

KEY

IP Australia

OFFICIAL

O ®

Compliant

Existing policies/practices meet the requirement

Action required

Change required to ensure compliance

# Requirement

Current state

Compliant/Action

required

Required action

Responsible

1| Al Agencies must make a publicly available Published here Accountability and | Compliant Continue with scheduled | GG 27
Transparency statement outlining their approach to Al | reporting | IP Australia 27 Feb annual review. Refer February
statement adoption and use, as prescribed under 2025 Agenda Item 5. 2026
the Standard for transparency

Standard for statements.

transparency The statement must be reviewed and

statements. updated annually or sooner, should the
agency make significant changes to its
approach to Al.
Agencies must notify the DTA when they | DTA notified when original Compliant Continue with planned GG 27
publish and make any changes to their Al | published. approach to notify DTA February
transparency statement by emailing when annual review 2026
ai@dta.gov.au. complete.

2 | Strategic Agencies must develop a strategic Under development as part of ACTION REQUIRED Develop a strategic P+T+E project | 15 June
position on Al position on Al adoption within 6 months P+T+E project 3 led by 547F position on Al adoption. | 3 2026
adoption of this policy taking effect. This position is , working closely with the

to emphasise how Al opportunities can CEG team on the communication

be identified and embraced by the elements.

agency.

Agencies must communicate their ACTION REQUIRED Communicate strategic P+T+E project | 15 June
strategic position on Al to give staff clear position to staff. 3 2026
direction on Al adoption.

3 | Accountable Agencies must designate accountable Margaret Tregurtha designated as | Compliant nil nil nil

officials

official(s) to take accountability for
implementing this policy.

accountable official.

Agencies must follow the Standard for
accountability when designating

See Standard for accountability
assessment below

ACTION REQUIRED

See Standard for accountability assessment below
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# Requirement

OFFICIAL

Current state

Compliant/Action

Required action

Responsible

accountable official(s) and implementing
this requirement. The responsibilities of
accountable officials are set in the
standard.

required

Agencies must notify the DTA when they | DTA notified when Margaret Compliant nil GG nil
designate and make any changes to their | originally designated as our
accountable official(s) by emailing accountable official.
ai@dta.gov.au.
4 | Accountable Agencies must designate an accountable | In progress. Captured in the use ACTION REQUIRED Complete use case cards | GG, in 15
use case use case owner for each in-scope Al use case cards and Al/ADM Inventory. for historic use cases to collaboration | December
owners case within 12 months of this policy determine appropriate with product | 2026

taking effect.

Accountable official(s) are to maintain a
register of accountable use case owners.

use case owners.

Update Al/ADM
Governance policy &
template language to
make consistent with
this policy. Various
language including
‘decision maker’ and ‘risk
steward’ have been
used.

owners

Agencies must follow the Standard for
accountability when implementing this
requirement. The responsibilities of
accountable use case owners are set in
the standard.

See Standard for accountability
assessment below

ACTION REQUIRED

See Standard for accountability assessment below

5 | Internal Al use
case register

Agencies must create a register of in-
scope Al use cases to enable accountable
official(s) to record accountable use case
owners within 12 months of this policy
taking effect.

Agencies must share the register with the
DTA every 6 months, commencing from
when they create the register to meet
the above requirement.

Register has been created
(AI/ADM Inventory) but is not yet
fully populated for historic use
cases.

ACTION REQUIRED

Continue data entry of GG 15
stocktake into inventory. December
Complete use case cards 2026

for historic use cases.

Share inventory with GG 15 June
DTA. 2026

3o0f1l
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Requirement
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Current state

Compliant/Action

Required action

Responsible

required

Operationalise | Agencies must establish an approach to Al & ADM Governance policies ACTION REQUIRED Updates to policy GG 15
the responsible | embed responsible Al practices within 12 | processes established and required, as detailed in December
use of Al months of this policy taking effect. This implemented. this assessment. 2026
may vary according to the scale and
scope of agency Al use. At a minimum,
the approach will provide an agency with:
® a process for adopting Al use cases in
line with the implemented actions of
this policy, as well as the agency’s
enterprise risk management and
governance approach.
e away to inform staff who are Available to staff via intranet and | ACTION REQUIRED Make more explicit via GG
designing and implementing Al use referenced in Al & ADM standardised comms
cases about Australia’s Al Ethics Governance policies. through the risk
Principles. assessment process.
® a pathway for staff to report Al safety | General security incident ACTION REQUIRED Review established GG/DTG
concerns, including Al incidents. response capability/procedure, capability to ensure Al
including service now issue coverage and fit for
reporting capability. purpose.
e pathways for the public to report Al Standard customer complaint ACTION REQUIRED Review established GG/DTG
safety concerns, appropriate to the process. Existing pathway for capability to ensure Al
agency’s Al use. public to report vulnerabilities. coverage and fit for
purpose.
® clear processes to address Al Cyber security incident response | ACTION REQUIRED Review established GG/DTG
incidents aligned to their ICT incident | plan & playbooks in place. capability to ensure Al
management approach - incident coverage and fit for
remediation must be overseen by an purpose.
appropriate governance body or
senior executive and should be
undertaken in line with any other
legal obligations.
Staff training Agencies must implement mandatory In progress. Implement mandatory HR 15
on Al training for all staff on responsible Al use training on responsible December
within 12 months of this policy taking Al use. 2026

effect.
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Current state

Compliant/Action

Required action

Responsible

Al use case
impact
assessment

Agencies must assess all new Al use cases
against the in-scope criteria (Appendix C)
to determine if they are in scope of the
policy. The assessment must be
documented and take place during the
design phase while developing
requirements.

Agencies must begin Al use case
assessments within 12 months of this
policy taking effect. For existing use cases
not yet assessed, agencies must
determine whether they are in scope of
this policy and apply all relevant policy
actions by 30 April 2027.

Al use cases assessments against
‘in scope criteria’ are underway.

required
ACTION REQUIRED

Complete historic
assessments.

GG, in
collaboration
with product
owners.

30 April
2027

For Al use cases that are in-scope,
agencies must conduct an Al use case
impact assessment. Agencies are to
commence an assessment at the design
stage. Before the solution is deployed,
agencies must finalise the assessment
and apply any agreed risk treatments.

Al use case impact assessments
underway for in-scope use cases.

ACTION REQUIRED

Update CAAF templates
to new impact
assessment template for
all use cases moving
forward (not impact
assessments already
completed).

GG

nil

Agencies must be able to revise their
internal process in response to any
impact assessment tool updates.

We can revise internal processes
as required.

Compliant

nil

GG

nil

Agencies must add each in-scope Al use
case to their internal register of Al use
cases and update it as required. Include
risk rating and accountable use case
owner changes. When deploying an in-
scope Al use case, agencies must:

e regularly monitor and evaluate their
use case to ensure it is operating as
intended and that risks are being
effectively managed.

® re-validate the Al use case impact
assessment by checking its accuracy
and updating it when there is a

All use cases (in or out of scope)
are added to our Al/ ADM
inventory.

All use cases are regularly
monitored and impact/risk
assessments are reviewed at least
annually.

ACTION REQUIRED

Clarify procedure for
reviewing use cases.

GG

Nil

50f11
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# Requirement

material change in the use case
scope, usage or operation.

OFFICIAL

Current state

Compliant/Action

required

Required action

Responsible

Due

If an agency determines their in-scope Al
use case has an inherent high-risk rating
when completing an Al use case impact
assessment, they must:

report the use case to the agency
accountable official with the reasons for
the inherent high-risk rating, proposed
mitigations and residual risks

govern the use case through a designated
board or a senior executive, whichever is
appropriate for the size and scope of the
agency.

Once an agency has decided to deploy
the use case, they must:

report the use case to the DTA through
the accountable official, see the Standard
for accountability

establish a system to regularly review the
use case every 12 months at a minimum.
The review must report to the relevant
governing board or senior executive on
whether the use case is operating as
intended and that risks are being
effectively managed. The review must
also consider the Al use case impact
assessment and revisions to it, if
required.

All high risk use cases must be
signed off by the DDG or DG.

Current policies require that all
high risk use cases are reported
to DTA.

High risk use cases are required
to be reviewed every 3 months.

ACTION REQUIRED

Clarify in Al & ADM
Governance Policies that
high risk use cases must
be reported to Al
Accountable Official
(DDG). Emphasise
requirements to record
mitigations/treatments/
controls for high risks.

Clarify ongoing
governance
requirements for high
risk use cases.

Clarify procedure for
review of use cases.

GG

Appendix C: In-scope Al use cases criteria

® The use, misuse or failure of Al could
lead to more than insignificant harm
to individuals, communities,
organisations, the environment or
the collective rights of cultural groups
including First Nations peoples.

In scope criteria from pilot CAAF
currently being used:

® The estimated whole of life
cost of the project or service
incorporating the use of Al is
more than $10 million.

ACTION REQUIRED

Update use case card
template to reflect new
‘in scope’ criteria.

Reassess existing use
cases to determine if
they are now ‘covered’

GG

TBC
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# Requirement Current state Compliant/Action Required action Responsible Due

required

The use of Al will materially influence
administrative decisions that affect
individuals, communities,
organisations, the environment or
the collective rights of cultural groups
including First Nations peoples.

Itis possible the public will directly
interact with, or be significantly
impacted by, the Al or its outputs
without human review.

The Al is designed to use personal or
sensitive datal or security classified
information2.

It is deemed an elevated risk Al use
case as directed by the DTA.

It is possible the use of Al will
lead to more than
insignificant harm to
individuals, communities,
organisations or the
environment.

The use of Al will materially
influence decision-making
that affects individuals,
communities, organisations or
the environment.

It is possible the Al will either
directly interact with the
public or produce output that
are not subject to human
review prior to publication.

under WoG Impact
assessment.
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Standard for AI trans

#

Requirement

Minimum

the intentions behind why the agency uses Al or is

arency statements — Mandato

OFFICIAL

re

Current state

Included.

Compliant/Action
required
Compliant

uirements (Due 27 Feb 2026

Required action

Nil

Responsible

GG/DTG

updated at these junctures:

at least once a year

when making a significant change to the agency’s
approach to Al

when any new factor materially impacts the existing
statement’s accuracy.

once a year, or sooner if we make any
significant change to our approach to Al,
or if any new factor materially impacts
the existing statement’s accuracy”.

planned approach.

information | considering its adoption
classification of Al use according to usage patterns High level summary of current state as ACTION REQUIRED | Update according to info in GG
and domains, as listed at Attachment A at 27 Feb 2025 the Inventory
classification of use where the public may directly High level summary of current state as ACTION REQUIRED | Update according to info in GG
interact with, or be significantly impacted by, Al or at 27 Feb 2025 the Inventory
its outputs without human review
measures to monitor the effectiveness of deployed High level summary of current state as ACTION REQUIRED | Update according to current | GG/DTG
Al systems and protect the public against negative at 27 Feb 2025 policies and procedures
impacts
overview of compliance with the requirements Correct as per old policy ACTION REQUIRED | Update according to this GG
under the Policy for responsible use of Al in assessment
government
compliance with applicable legislation and High level summary of current state as ACTION REQUIRED | Update according to current | GG
regulation at 27 Feb 2025 policies and procedures
when the statement was most recently updated. n/a Compliant Continue with existing GG
planned approach.
They must also provide or direct to a contact email For any enquires regarding IP Australia’s | ACTION REQUIRED | Update to new Al/ADM GG
for further public enquiries. use of Al, please contact MDB- inbox
Enterprise-Risk@ipaustralia.gov.au

11 | Format Statements must use clear, plain language that Statement is clear and generally ACTION REQUIRED | Review final updated GG
avoids technical jargon and is consistent with the implements plain language consistent statement to ensure
Australian Government Style Manual. with the style manual. consistency with this

requirement

12 | Publication | Agencies must publish transparency statements on n/a Compliant Continue with existing GG
their public facing website. planned approach.
Agencies must send the DTA a link to the statement | n/a Compliant Continue with existing GG
when it is published or updated by emailing planned approach.
ai@dta.gov.au.

13 | Review Transparency statements must be reviewed and “This statement will be updated at least | Compliant Continue with existing nil
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requirements

Requirement Current state Compliant/Action Required action Responsible
required
14 | Accountable | Agencies must designate accountability for Margaret designated as Accountable Compliant Nil n/a

officials implementing the policy to accountable official(s) official.
(AOs), who must:
® be accountable for implementation of the

policy within their agencies

¢ notify the Digital Transformation Agency (DTA)
where the agency has identified a new high-risk
use case by emailing ai@dta.gov.au

* be a contact point for whole-of-government Al
coordination and respond to DTA requests for
information

® engage in whole-of-government Al forums and
processes

® keep up to date with changing requirements as
they evolve over time.

Agencies must notify the DTA of AO selection DTA notified with first transparency Compliant Nil n/a
including the contact details of all their AOs at statement on 27 Feb 2025when

initial selection and when the accountable roles Margaret was first designated.

change. Notify DTA by emailing ai@dta.gov.au.

In the event their agency has decided to deploy a No high risk use cases identified so far. Compliant Nil n/a

new use case with an inherent high risk rating, AOs
must notify the DTA, by emailing ai@dta.gov.au.
AOs must also notify the DTA when an existing Al
use case has been re-assessed as having an
inherent high risk, or when use case is no longer
high risk.

AOs must participate in, or nominate a delegate Participation ongoing. Compliant Nil n/a
for, whole-of-government forums and processes
which support collaboration and coordination on
current and emerging Al issues. These forums will
be communicated to AOs as they emerge.

15 | Accountable | Accountable use case owners must: All use cases are ‘registered’ with the AO | ACTION REQUIRED Establish process to ensure GG
Use Case e ensure their use case is registered with the via the Inventory. Margaret has visibility of the
Owners agency’s AO inventory.
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#

Requirement

e be accountable for applying the actions under
the Al use case impact assessment
requirements. These include:

o conducting an Al use case impact
assessment

o regularly monitoring and evaluating
the use case

o re-validating the assessment when
required

o applying the high-risk use case actions
if their use case has an inherent high-

OFFICIAL

Current state

Roles and responsibilities of ‘risk
stewards’ (use case owners)
documented in Al & ADM Governance
Policies.

Compliant/Action

required

Required action

Update use case owner
approval minute to clarify
these responsibilities.

Update use case owner
approval minute to clarify
that even low risk use cases
require use case owner sign
off acknowledging their
responsibilities as a use case

Responsible

risk rating. owner.
Accountable use case owners must also be familiar | General references to these materials in | ACTION REQUIRED Update use case owner GG
with Australia’s Al Ethics Principles, the Australian policy documents. approval minute to clarify
Government Impact Assessment Tool and the this responsibility.
policy.
Accountable use case owners of high-risk use cases | Accountable use case owner of all high- | Compliant Nil n/a
must have the ability to identify and manage risks risk use cases is DDG, Margaret
and emerging issues. Tregurtha, Al Accountable Official.
16 | Internal use | The register must include the following fields: Al/ADM inventory current includes the ACTION REQUIRED Update use case cards to GG
case use case name following fields: also capture:
register ® agency identifier (reference number) ® Description ® agency identifier

® description

* Al technology type

* lifecycle stage

® use of Technical standard for government’s use
of artificial intelligence

® domain

® usage pattern

® accountable use case owner

® what criteria the use case met to be in scope of
the policy

® inherent risk rating

e residual risk rating

® Al technology type

® Domain

® Usage pattern

® accountable use case owner

® what criteria the use case met to be
in scope of the policy

® Inherent risk rating

e Date of last review

(reference number)
e use of Technical
standard for
government’s use of
artificial intelligence
® Residual risk rating

e Date for next review
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# Requirement Current state Compliant/Action Required action Responsible

required

® the date when the Al impact assessment was
last updated (if applicable).

For Al use cases with an inherent high-risk rating,
the register must also include:

. the last date of review

. date for next review.

Agencies must share the register with the DTA Not started ACTION REQUIRED Share in-scope Al items from | GG
every 6 months, commencing from when they Al & ADM inventory with

create the register to meet the policy requirement. DTA

They can share the register by emailing

ai@dta.gov.au o
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